NOTICE OF PRIVACY PRACTICES
THIS NOTICE DESCRIBES HOW HEALTH INFORMATION ABOUT YOU MAY BE USED AND DISCLOSED AND HOW YOU
CAN GET ACCESS TO THIS INFORMATION. PLEASE REVIEW IT CAREFULLY.
Each time you are seen by one of University Clinical, Education & Research Associates dba University Health Partners of Hawaii’s
(“UHP”) providers in a hospital, faculty practice clinic, doctor's office, nursing home or other facility, a record of your visit is made.
This record contains information about your symptoms, examinations, test results, medications you take, your allergies and the plan for
your care. We refer to this information as your health or medical record. It is an essential part of the healthcare we provide for you. Your
health record contains personal health information and there are state and federal laws to protect the privacy of your health information.
This health information may identify you and relate to your past, present or future physical or mental health condition and related
health care services and is called Protected Health Information (PHI). This Notice of Privacy Practices (Notice) describes how we may
use and disclose your PHI in accordance with applicable law. It also describes your rights regarding how you may gain access to and
control your PHI. We are required by law to maintain the privacy of PHI and to provide you with notice of our legal duties and privacy
practices with respect to PHI. We are required to abide by the terms of this Notice of Privacy Practices.
To promote continuity and consistency of care, our providers at affiliated hospitals participate in an integrated health record system. This
means that information created in the course of caring for you may reside in the integrated record and may be available to other providers
participating in the integrated record system who are involved with your care. These other providers may not be UHP providers and are
legally separate and responsible for their own acts.
Additionally, UHP physicians and providers use an electronic health record (EHR) software that allows us to comply with Federal
laws while also allowing us to gain access to shared medical records and share medical records with other providers and partners in
our EHR network(s). The EHR network(s) assure that all participating providers are adhering to strict levels of confidentiality
regarding all patient records.
WHO WILL FOLLOW THIS NOTICE
This Notice describes the privacy practices of UHP and all its facilities, and of members of UHP’s organized health care arrangement, and
includes the following:


All departments, units, and clinics of UHP (as named directly below);

Hawaii Keiki: Healthy and Ready to Learn

Hyperbaric Treatment Center
o Kuakini Medical Center

Internal Medicine
o Clint Spencer Clinic at the University of Hawaii Clinics at Kakaako

Native Hawaiian Health
o Behavioral Health Clinic

Speech and Hearing Services
o University of Hawaii Speech and Hearing Clinic

University of Hawaii Cancer Center



All employees, providers, allied health professionals, and other authorized workforce who may need access to your PHI at our
facilities;



All residents, postgraduate fellows, medical students of the University of Hawaii John A. Burns School of Medicine, and students of
other health care professions or educational programs at our facilities;



All volunteers we allow to help you at our facilities;



Any health care professional authorized to enter information into your medical or billing record at our facilities; and



The University of Hawaii John A. Burns School of Medicine, or certain portions thereof, as part of an organized health care
arrangement with us.
Under an organized health care arrangement, we may share your PHI as necessary with the members of the arrangement for
treatment, payment and health care operations relating to the arrangement.
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OUR USES AND DISCLOSURES OF YOUR PROTECTED HEALTH INFORMATION
The following categories describe different ways we may use and disclose your PHI. Not every use or disclosure in a category will be
listed.
1.

Treatment. We may use or disclose your PHI to provide you with medical treatment or services. For example, we may disclose your
PHI to doctors, nurses, and other health care personnel or providers to coordinate the different care you need, such as prescriptions,
lab work, and X-rays. We may also permit disclosure of your electronic health record via electronic transfer to other facilities and
providers for treatment purposes. We also may disclose your PHI to other people who provide services that are part of your care,
such as a hospice or home care agency. We may participate in one or more Health Information Exchanges (“HIE”). Your PHI
and certain basic information regarding your visits to our facilities may be shared with the HIEs for the purposes of diagnosis and
treatment. Other providers participating in these HIEs may access this information as part of your treatment. We may also use PHI
about you to call or send a letter to remind you about an upcoming appointment, to follow up with diagnostic test results, or to
provide you with information about other treatments and care that could benefit your health.

2.

Payment. We may use and disclose your PHI to bill and collect payment for the health care services provided to you. Your PHI may
identify you, as well as your diagnoses, procedures, healthcare providers, supplies used and other aspects of the care provided to
you. We also may contact your insurance company to determine if they will pay for your medical care as part of their certification
process. We may also disclose your PHI to third parties for collection of payment. For example, we may need to give your PHI to
your health insurance company about a physical examination you received at UHP so your health insurance company will pay us or
reimburse you for the physical examination.

3.

Health Care Operations. We may use your PHI or disclose it to others for UHP operations. For example, UHP physicians, nurses,
managers and staff may look at your PHI to assess and evaluate the care and results in your case and others like yours. UHP
is a faculty practice plan affiliated with the University of Hawaii’s John A. Burns School of Medicine, so we may use or
disclose your PHI in the process of educating and training students and resident physicians. Additionally, we may use or disclose,
as needed, your PHI in order to support our business activities including, but not limited to, quality assessment activities,
employee review activities, licensing, and conducting or arranging for other business activities.

4.

Research. Under certain circumstances, we may use and disclose your PHI for research. In some instances, your PHI may be used
or disclosed without your authorization, although only in accordance with law. Research studies are generally subject to a special
review process to protect the privacy of your PHI. In some instances, we may use or allow researchers to review your PHI for the
purpose of preparing a plan for a specific research project. We may use your PHI to contact you with information about a research
study in which you might be interested in participating.

5.

Personal Representatives. We may disclose your PHI to a personal representative who has authority under the law to make health care
decisions on your behalf.

OUR USES AND DISCLOSURES OF YOUR PROTECTED HEALTH INFORMATION
THAT YOU MAY AGREE OR OBJECT TO
1.

Communication with Others Involved in Your Care. We may disclose to a family member, or other relative, close personal friend or
any other person you identify, P H I directly relevant to that person's involvement in your care or payment related to your
care. The disclosure will only be done if you agree, or are silent when given the opportunity to disagree, or we believe,
based on the circumstances and our professional judgment that you do not object. If you are unable to agree or object to such
a disclosure, we may disclose such information as necessary if we determine that it is in your best interest based on our professional
judgment. If you are incapacitated or in an emergency circumstance, we may disclose to a family member, or other relative, close
personal friend, or any other person accompanying you, PHI directly relevant to that person's involvement in your care or payment
related to your care.

2.

Disaster Relief. We may disclose your PHI to disaster relief organizations that seek your PHI to coordinate your care, or notify
family and friends of your location or condition in a disaster. We will provide you with an opportunity to agree or object to such a
disclosure whenever we practically can do so.

OUR USES AND DISCLOSURES OF YOUR PROTECTED HEALTH INFORMATION
THAT WE MAY MAKE WITHOUT YOUR AUTHORIZATION
We are permitted or required to use or disclose your PHI without your authorization only in a limited number of other situations,
including:
1.

Business Associates. Some services in our organization are provided through third parties (referred to as “ business associates”)
that provide services on our behalf, such as software maintenance and legal services. Business associates are required under federal
law to implement appropriate safeguards to protect your PHI.

2.

Required by Law. We will use and disclose your PHI when we are required to do so by federal, state or local law, such as for the
mandatory reporting of child abuse or neglect.
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3.

Public Health. We may disclose your PHI for certain public health activities. These activities generally include: prevention or control
of a disease, injury, or disability; reporting of births and deaths, child abuse and neglect; reporting of reactions to medications or
problems with products; notification to people about recalls of medications or products they may be using; notification to a person
who may have been exposed to a disease or may be at risk for contracting or spreading a disease or condition; public health
surveillance, investigations, and interventions; certain occupational health and safety evaluations with disclosure to employers; proof
of student immunizations with disclosure to schools as required by law.

4.

Health Oversight. We may disclose your PHI to a health oversight agency for certain activities authorized by law, such as audits,
investigations, inspections and licensure. These activities are necessary for the government to monitor the health care system,
government programs, and compliance with civil rights laws.

5.

Coroners, Medical Examiners, and Funeral Directors. We may disclose your PHI to coroners, medical examiners and funeral directors,
as authorized or required by law as necessary for them to carry out their duties.

6.

To Avert a Serious Threat to Health or Safety. We may use and disclose your PHI to prevent or lessen a serious threat to the health
or safety of a person or the public.

7.

Organ and Tissue Donation. We may disclose your PHI to groups that handle organ donations and transplants.

8.

National Security, Intelligence, and Protective Services for the President and Others. We may disclose your PHI to authorized federal
officials for intelligence, counterintelligence, and other national security activities, as well as to others so they may provide protection
to the President and other authorized persons or foreign heads of state.

9.

Military Personnel. If you are a member of the armed forces, we may disclose your PHI as required to your military command
authorities.

10. Legal Proceedings. We may disclose your PHI in response to a court or administrative order. We also may disclose your PHI in
response to a subpoena, discovery request, or other lawful process, but only if the requesting party states that efforts have been made
to tell you about the request or to obtain an order protecting the information requested.
11. Law Enforcement. Under certain circumstances, we may disclose your PHI for law enforcement purposes to law enforcement
officials.
12. Inmates. If you are an inmate or in legal custody, we may disclose your PHI to a correctional institution or law enforcement official
as authorized or required by law.
13. Workers’ Compensation. We may disclose your PHI as permitted by laws relating to workers’ compensation or other similar programs.

ALL OTHER USES AND DISCLOSURES OF YOUR PROTECTED HEALTH INFORMATION
REQUIRE YOUR WRITTEN AUTHORIZATION
Other uses and disclosures of your PHI not covered by this Notice or the laws that apply to us will be made only with your written
authorization. Most uses and disclosures of psychotherapy notes and most uses and disclosures for marketing purposes fall within this
category and require your authorization before we may use or disclose your PHI for these purposes. Additionally, with certain limited
exceptions, we are not allowed to sell or receive anything of value in exchange for your PHI without your written authorization. If you do
give us an authorization, you may revoke it at any time by submitting a written revocation to our Privacy Officer, and we will no longer
disclose PHI under the authorization. Disclosure that we made in reliance on your authorization before you revoked it will not be
affected by the revocation.
YOUR RIGHTS REGARDING YOUR PROTECTED HEALTH INFORMATION
1.

Inspect and obtain a copy of your PHI maintained by us in health records, including billing records and any other of our records that
are used by us to make decisions about you. There are a few exceptions. To arrange for access to your records, or to receive a copy of
your records, you should submit a written request to UHP at 677 Ala Moana Blvd., Ste. 1001, Honolulu, HI 96813. We have up to 30
days to make your PHI available to you and we may charge you a reasonable fee for the costs associated with your request. You may
direct that the copy of your records be transmitted directly to an entity or person designated by you, provided that any such designation
is clear, conspicuous, and specific with complete name and mailing address or other identifying information. Despite your general right
to access your PHI, access may be denied in some limited circumstances. For example, access may be denied if you are an
inmate at a correctional institution or if you are a participant in a research study that is still in progress. Access to PHI that was
obtained from someone other than a health care provider under a promise of confidentiality can be denied if allowing you access
would reasonably be likely to reveal the source of the information. The decision to deny access under these circumstances is final
and not subject to review. In addition, access may be denied if (i) access to the information in question is reasonably likely to endanger
the life and physical safety of you or anyone else, (ii) the information makes the reference to another person and your access would
reasonably be likely to cause harm to that person, or (iii) you are the personal representative of another individual and a licensed health
care professional determines that your access to the information would cause substantial harm to the patient or another individual.
If access is denied for these reasons, you have the right to have the decision reviewed by a licensed health care professional who did
not participate in the original decision. If access is ultimately denied, the reasons for that denial will be provided to you in writing. We
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will make every effort to provide access to your PHI in the form or format you request, if it is readily producible in such form or
format. If the PHI is not readily producible in the form or format you request your record will be provided in either our standard
electronic format or if you do not want this form or format, a readable hard copy form.
2.

Request an amendment of your PHI if you feel a portion of your PHI in your health records is incorrect or incomplete. Your request
must be in writing and must include the reason for your request. We may deny your request in writing if the PHI or record (i) is correct
and complete, (ii) was not created by us, (iii) is not allowed to be inspected, or (iv) is not part of our records. If we deny your request,
you will be notified of the reason for the denial, and you will have the right to file a written statement of disagreement. We may prepare
a rebuttal to your statement of disagreement and will provide you with a copy of such rebuttal. Please contact us if you have questions
about the process.

3.

Obtain an accounting of disclosures of your PHI. However, the following disclosures will not be accounted for: (i) disclosures made
more than six years before your request, (ii) disclosures made for the purpose of carrying out treatment, payment or health
care operations, (iii) disclosures made to you, (iv) disclosures of information maintained in our patient directory, or disclosures
made to persons involved in your care, or for the purpose of notifying your family or friends about your whereabouts, (v)
disclosures for national security or intelligence purposes, (vi) disclosures to correctional institutions or law enforcement officials
who had you in custody at the time of disclosure, (vii) disclosures made pursuant to an authorization signed by you, (viii)
disclosures that are part of a limited data set, (ix) disclosures that are incidental to another permissible use or disclosure, or (x)
disclosures made to a health oversight agency or law enforcement official, but only if the agency or official asks us not to
account to you for such disclosures and only for the limited period of time covered by that request. The accounting will include
the date of each disclosure, the name of the entity or person who received the information and that person’s address (if known),
and a brief description of the information disclosed and the purpose of the disclosure. We may charge you a reasonable fee for this
accounting.

4.

Request communication of your PHI in a certain way or at a certain location. For example, you can ask that we contact you
by mail and not by telephone, or that we contact you at a specific telephone number, or that we use an alternative address for billing
purposes, or that we not leave messages on certain answering machines.

5.

Request a restriction on how we use and disclose your PHI for treatment, payment or health care operations. However, we are not
required to agree to your request except under the very limited circumstances described below. If we do agree, we will comply with
your request unless the PHI is needed to provide you emergency treatment. We may, however, also end the agreement at
any time after informing you of such. We are not required to agree to your request except for a disclosure to your health plan if
you pay for related items or services, out-of-pocket and in full (or in other words, you have requested that we not bill your health
plan), at the time the services are provided.

6.

Receive a paper copy of this Notice upon request. You may ask us to give you a copy of this Notice at any time. You may also obtain
a copy of this Notice from our website at www.uhphawaii.org.

7.

To exercise any of these rights, your request must be in writing and mailed to UHP at the address at the top of this page.
OUR LEGAL DUTIES REGARDING YOUR PROTECTED HEALTH INFORMATION

1.

Maintain the privacy of your PHI;

2.

Provide you with a notice as to our legal duties and privacy practices with respect to PHI we collect about you through this
Notice;

3.

Abide by the terms of the Notice currently in effect;

4.

Notify you of a breach of your unsecured PHI;

5.

UHP reserves the right to change this Notice of Privacy Practices and its policies and procedures for privacy practices at any time
and to make the changes effective for all PHI created or received prior to the new effective date and then currently maintained by
the practice location. The revised Notice will be posted on our website and in waiting rooms or patient lobbies and reasonable
efforts will be made to advise you of the change(s) in the Notice, policies and procedures at your next service visit. You may also
obtain a copy of the revised Notice upon request.
FOR MORE INFORMATION OR TO REPORT A PROBLEM

If you have any questions about your rights or duties or our practices and procedures regarding your PHI, please call UHP’s Customer
Service department at (808) 469-4900.
If you believe your privacy rights have been or are being violated, you may complain to UHP at: UHP Privacy Officer, 677 Ala Moana
Blvd., Ste. 1001, Honolulu, Hawaii 96813. You may also file a complaint with the Secretary of the Department of Health and Human
Services. Complaints to the Secretary must be filed in writing on paper or electronically and must be made within 180 days of when you
became aware of, or should have been aware of, the incident giving rise to your complaints. By law, you will not be penalized for filing a
complaint.
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